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WEA

WA
RIFEUEET
PARUTF-8475

BIRRERS

400 fRDSH

403 HFlbiEE
404 RHARFE

405 IPfEE£ZHrh
406 #lZSRO7EE% B
444 FRERI

— L/ NEIRRARIR TS5
[EREL : NREIEERSRERERIELHT ESaRER (BEMXRER)  1ER
RBEIRTTIE - IR SR SUHRER RER/index. php EHBLA TS

<?php

if ($_SERVER['HTTP_HOST'] != '"XEBEEMAFISNNIEL ) {
exit;

}

require 'core/common.php'; ?>



Authcode(3ERE)

data = authcode (¥R, , #EFFkey, )
Request : http(s)://{server}
POST : "id=" + #&fid + "&data=" + authcode/l#&4IE (data)

AuthcodefIZ4bIE : +/& H{TurldERg

RC4

data = rc4 (¥R, fEFkey)Request :
http(s)://{server}
POST : "id=" + FEFFid + "&data=" + rc4/n4MIE (data)

RCANNZEAMER : baseb4dmhis wISEHIE +/= HiTurldEhs

To (I HE7Z)

Request : http(s)://{server}
POST : "id=" + #&/id + "&data=" + ¥R

BEX RaflF

/*
* fINZRRER
* @param unknown $data ¥E
* @param unknown $key  F2Frkey
*/
function bx_defined_encrypt($data, $key){
return base64_encode($data);//IEbase64LmhhE VENN DA B FIF
}

/*

* fRIEREL

* @param unknown $data ¥IE

* @param unknown $key  F2Ffkey
*/



function bx_defined_decrypt($data, $key){
return base64_decode($data);//IEbase64fi#hLE /EfRBRMA ETEAHIF
}



REHER

IRBNARIHER

data

= AR ATHAT FEE—IEE RS H[TARERIEE

Request : http(s)://{server} + "
index.php/Dou/Software/getInfo"POST : "id=" + ZX{HID +
"gdata=" + % (data)

IR[EljsonfiNZEHE
A =]

{"COde" C ||1||, lldatall C {Ilversionll 0 "1.9“, llnoticell : llﬁ%/&%" "

4

update_data":"http:/www

.baidu.com", "update_type":"1", "static_data":"FHKEFHSEIE", "trial_interval":"1","
software_state":"1","bindingdel type":"1"}}

WITER
code:200 FE¥hidata.version hxA&Sdata.notice A&
data.update_data SEFhit
data.update_type EHIEX 1.B1TEH 2.3%HIEH
data.static_data FSEE
data.trial_interval X FBE[E
data.software_state BHEWRE 1.1[FHEE 2.514HEE 3.4%EE
data.bindingdel_type f#&F&E 1.°]PAiES8 2. NEELSEE



TR EREY
ZRA:

data - {nnameu : ug&}&z n, "param" : [ll&%&éﬁﬁlu’ ll&%&é&%&zll, "&%&%%&3"]}

EFRRRERE

data = {"name":"BR¥&", "param": ["ER¥SE1", "RKES 2", "ERESE3" ], "username" : "
", "password": "EHRL", "cardnum" : "RS5"}

Request : http(s)://{server} + "
index.php/Dou/Software/remoteFun"

POST : "id=" + #X{4ID + "&data=" + 0% (data)

iR[Eljson N =
R RER

{"code":"200", "data": {"result": "FKERFOREIHFIE"I}

HUTEER

code: 200 BN data.result: ¥R [EE
code:201 R ATFIE

code:202 fR/bS¥

code: 203 EARMSI ~FET TR 2%

(ERRFREEIMAITES

code:204 RS (KSEHEBSER)
code:205 P EATFLE

code:206 LR

code:207 WKSEEHA

code: 209 KSR ABFEERER

code:210 RS (TSE%H)
code:211 FSARGFHE
code:212 KSEFIHA



A2

code:1413 FSRBABEERER

/*

* IR SRS E A 1E

* @param unknown $expire REAFTERIUEEIHARE ZHA=FALSE UHMERFTE
TRUE

* @param unknown $point_min EHEERIFEI EA=FALSE ERERE

=

%
*/
bx_verify_user ($expire=FALSE, $point_min=FALSE);

/*

* IEERRERIEM

* @param unknown $expire EAEEWUFFIHANGE) EXIA=FALSE tLHMEATE
TRUE

* @param unknown $point_min REREFTERIERE EXIA=FALSE tHMEATE

=

%
*/
bx_verify_single_card($expire=FALSE, $point_min=FALSE);

Si=\/lra

/1 EARBAEA A RTRAVA(R) IRB PR
function ab($a, $b){
return $a+$b;

}

[/ IZEARBUAAT R PR S EREUE BE S5 A REVIIA)
function abl($a, $b){

bx_verify_user();

return $a+$b;

}

//EAN R TR P SERERIE B AARAEHE BidE AgEvn
function ab2($a, $b){

bx_verify_user(true);

return $a+$b;

}

[/ ZEA RPN AT P SEEIE B BPRIEE/INTRE R

function ab3($a, $b){
bx_verify_user(false,10);// %4 A a#v 10408 @¥IR B X V{5 E
return $a+$b;

BEENS

mRREE

BEEAS

HRFHAE
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ERIA

|M

data = {"type":"1.#¥28f 2.IP", "feature":"$Hf YAHIPHEHE HWSHAEEIHE", "comme
nt":"&F AURNEASHSH"Y

£
data = {"type":"1.#¥28858 2.IP", "feature":"4E", "comment" : "&JE", "global": true}
Request : http(s)://{server} + "

index.php/Dou/Software/addBlack"
POST : "id=" + #X{4ID + "&data=" + 0% (data)

iR[Eljson N =

{"code":"200","data":{"give_time":"10", "give_point":"10"}}

HUTEER

code:200 #MMALcode:
201 WHEHIEE R Ecode:
202 RS

-11 -
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E S

data = {"username":"F/4&", "password": "#AL", "super_password" : "HZLEHL", "machine
_code": "HlaFRL", "comment" : "M F&F AIRNEEHSE", "user_data":"BENXHIE TIANESL
%ﬁn}

Request : http(s):/{server} "index.php/Dou/User/register"

POST :

"id=" + ®X{ID + "&data=" + MN% (data)

IR[E]json Nz £z

{"code":"200", "data":{"give_time":"10", "give_point":"10"}}

HUTEER

code:
data.
data.
code:
code:
code:

200 JEM AN

give_time FEMEE K B PS: FREFFS
give_point  JEMEE & A¥ PS:EREFTRE
201 AFEfFE

202 RS

205 MHlzstE LSBT e R ENEMIR S

-13 -
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data = {"username":"FF£&", "recharge_card":"FZ{EFK"}
Request : http(s)://{server} + "
index.php/Dou/User/recharge"POST : "id=" + 3X{4ID + "
&data=" + fi%& (data)

IR[EljsonfiNZEHE

{"code":"200", "data":{"endtime" :"1496227763", "point":"30", "time":"1", "time_type
n : ||4||, "Card_pOlnt" : "20"}}

HUTEESR

code:200 F{EMINdata.endtime:FHAS[A]Edata. point : FI P4 E]T
m¥rdata.time: FTEREfEdata. time_type:BfEHEM 1.7 2.4
3.0F 4.X 5./ 6.8 7.4data.card_point:Z{EFSK
code:202 HFbE¥K

code:201 AL ATFEE

code:203 FEEIEFLE

code:204 FEFRFILER (155, 54)

code:205 FfEREHIER

-14 -



data = {"username":"Ff/&", "password": "HHEEL", "super_password": "HBKHEL"}
Request : http(s)://{server} + "index.php/Dou/User/passwordChange"
POST : "id=" + X{#fID + "&data=" + JjI% (data)

IR [E]jsonfINEZEUE

{"COde" C "200", lldatall C llll}

HITES

code: 200 EEUATN
code:202 fR/DS%K
code:201 FFP&ZANGFHE
code:203 BKERLEER



data = {"username":"F/&", "password": "#iE", "machine_code" : "#l 255"}
Request : http(s)://{server} + "index.php/Dou/User/login"
POST : "id=" + X{#fID + "&data=" + JjI% (data)

IR[EljsonfiNZEHE
A =]

{"code":"200", "data":{"endtime" :"1496247276", "point":"10", "token":"6UuIOEgH60MpPO
bJzvx26d"}}

HITES

code:
code:
code:
code:
code:
code:
code:
code:

200
202
201
203
204
205
206
207

XfkAkTh data.endtime:ZIHARTE)®, data.point:s%¥k data.token:Token
RS

RFP2ARGF1E

WhOFRR

KSKRE 1525 (FLE)

AN, PS:FEFFFET Y288 E

kS E20H,

BPESL A& PS: FEFFE T HIRThAE
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data = {"username":"Ff/&", "password": "#AL", "token" : "Token"}
Request : http(s)://{server} + "index.php/Dou/User/logout"
POST : "id=" + X{#fID + "&data=" + JjI% (data)

IR [E]jsonfINEZEUE

{"COde" C "200", lldatall C llll}

HITES

code:200 R AN
code:202 fR/DS¥K
code:201 FFPEZANGFHE
code:203 ZhIFHR
code:204 Tokenf—EK
code:205 TokentdHA



4D

il

data = {"username":"FfF&", "password":"#AL", "machine_code": "#2$HL", "point_min"
:"-50 JE  YHHINHEUE R AREANTRENE WAEBHESE)

Request : http(s)://{server} + "index.php/Dou/User/bindingDel"

POST : "id=" + %X¥4ID + "&data=" + A% (data)

IR[EljsonfiNZEHE

{"code":"200", "data": {"bindingdel time":"1", "bindingdel point":"1"}}

W
code: 200 fi#gbmZhdata.bindingdel_time Jz2]
FRESBETNR: M) BfEldata.bindingdel_point PS: HREFIE
FP@gpinis B =¥k PS: HREFIE

code:202 RS

code:201 AFPEATEFERE

code:203 ZRUEESR

code:204 FEFIRET T BEMLP

code:205 HlzshaMER] TTEAESE

code:206 FEFFITE H3MEY5E

code:207 FAFFIREE RNBFEFRENE 0k
code: 209 m¥EABIAMR

code:210 M FSLETH TLEMLP
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data = {"username":"Fif4&", "password": "#&m"}
Request : http(s)://{server} + "
index.php/Dou/User/trial"POST : "id=" + 3X{4ID +
"gdata=" + % (data)

IR[EljsonfiNZEHE
R RER

{"COde" C "200", Ildatall C {Iltimell 0 lllll}}

HITES

code:
code:
code:
code:
code:
code:
code:

207 RAEN data.time: XA KHE] g7 44
202 RS

201 AF&AGFE

203 TR

204 BFRETAREAR E JAREA 0
205 FAFEE _ EXXBAEREIREFRERR

206 FFKZEIH

-19-
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data = {"username":"Ff/&", "password": "#AL", "token" : "Token"}

Request : http(s)://{server}
POST : "id=" + X{#fID + "&data=" + JjI% (data)

IR[EljsonfiNZEHE
A =]

+ "index.php/Dou/User/heart"

{"COde" C "200", lldatall C IIII}

HUTEER

code:200 /[EkEHE

code:
code
code:
code:
code:
code:
code:

202 RS

1201 FRANTEE

203 RLEER

204 Tokenf—Z%f
205 FFPELEIH
207 FAF#HREITE
208 TokentitHA

-20 -



BEENX IR

ENBENXEUE

data = {"username":"Ff/4&", "password": "#AL" }Request :

http(s)://{server} + "index.php/Dou/User/getUserData"
POST : "id=" + 3X{fID + "&data=" + fI% (data)

IR[EljsonfiNZEHE
A =]

{"code":"200", "data":{"user_data":"IKEBTENIIE"}}

HUTEER

code:200 #FHUAZH data.user_data:EUERFHATENIIE
code:202 /D&%

code:201 HFP&AARNEFELE

code:203 RLEHR
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data = {"username":"F/&", "password": "#AL", "user_data":"BENIIE"}
Request : http(s):/{server} + "index.php/Dou/User/setUserData"
POST : "id=" + X{#fID + "&data=" + JjI% (data)

IR [E]jsonfINEZEUE

{"COde" C "200", lldatall C Illl}

HUTEER

code: 200 5AMZN
code:202 RS

code:201 AFP&ZANGFHE
code:203 ZRIFEHR

-22 -
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data = {"card":"Z{EFL"}

Request : http(s)://{server} + "
index.php/Dou/User/queryCard"POST : "id=" + 3X{4ID +
"gdata=" + % (data)

IR[EljsonfiNZEHE
A =]

{"COde" : ||200||, "data" : {nnamen : ||_E5§z%n’ "time" : u10u, "time_type" : ||4||, upointn : "10
0", "create_time":"1497194831", "comment": " KHEELE", "state":"1", "used": "2"}%

HITES

code:200 TifjTdata.name F&Z4&FRdata.time KEOFE) BAf: /)M
Afdata.time_type HBfE#4c 1.8 2.4 3.8F 4.KX 5. 6.8
7.%data.point £ a¥data.create_time K4 RiAT|E)E
data.comment £#%&ifdata.state KRB, 1. FEFEAH 2.=1k{E
Fdata.used *EFERARS, 1.KEH 2.2FH

code:202 fr/bS¥
code:201 FEEKAIFLE
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data = {"username":"Fif4&", "password": "#&m"}
Request : http(s)://{server} + "
index.php/Dou/User/queryPoint"POST : "id=" + ZX{HID +
"gdata=" + % (data)

IR[EljsonfiNZEHE
A =]

{"code":"200", "data":{"point":"50"}}

HUTEER

code:200 ETifALT) data.point:FHFaiK
code:202 /D&%

code:201 HFP&AARNEFELE

code:203 RLEHR

- 24 -
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HIPRARZL

data = {"username":"FF&", "password": "®Hm", "point" : "EINFRHK L EK", "point_min":"

-50

T LHTMEEE RECEARENNTRENE TAEERSH"}

Request : http(s):/{server} + "index.php/Dou/User/deductPoint"

POST : "id=" + X{fID + "&data=" + JI% (data)
R [E]json I #HE
fRERE

{"code":"200", "data":{"point":"50"}}

HUTER

code:

code
code
code
code

200 A= ATh  data.point: A%k
1202 fRDSE

1201 FAFPAANGFAE

1203 AR

1205 R¥EAEIOMR
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BR

B
FERE
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- 26 -



data = {"cardnum":"£8-K", "machine_code": "#2583"}
Request : http(s)://{server} + "
index.php/Dou/SingleCard/login"POST : "id=" + ZX{HID +
"gdata=" + % (data)

IR[EljsonfiNZEHE
A =]

{"code":"200", "data":{"endtime" :1501225109, "point":"0", "token": "AGMeVq8rGgU0Os6
TNOrcu"}}

HITES

code:200 % fHAZh data.endtime:ZJHARTEIE, data.point:s¥t  data.token:Token
code:202 H/bsh

code:201 BKATFELE

code:203 FSRE : EH (L)

code: 204 M BRAXME, PS:FEFFFETHMEE5E

code: 205 RSEEHA.

code:206 RS7EL AR[Ef PS:FEFFFET HLIMTNEE
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data = {"cardnum":"-K5", "token":"Token"}Request : http
(s):/{server} + "index.php/Dou/SingleCard/heart"POST : "
id="+ #X{HID + "&data=" + % (data)

IR[EljsonfiNZEHE
A =]

{"COde" C "200", lldatall C IIII}

HUTEER

code:200 /[ MPKIEHE
code:202 H/bskh
code:201 5

code: 203 Tokenf—={
code:204 Tokent idHA
code:205 RSELEIHA
code:206 FF#RHITE
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data = {"cardnum":"#-K", "machine_code":"#lZ5F5", "point_min":"-50 ¥ : W0 EIE
REEAREANTRERE AT NMEEHSE"}

Request : http(s)://{server} + "index.php/Dou/SingleCard/bindingDel"

POST : "id=" + %X¥4ID + "&data=" + A% (data)

IR[EljsonfiNZEHE

{"code":"200", "data": {"bindingdel time":"1", "bindingdel point":"1"}}

WITE
code: 200 fi#4gbaTdata.bindingdel_time A
FEGEATHkR ) Bf(Aldata.bindingdel_point B pPs:EREFITRE
FRgBETFiR B ¥k PS: HFREFIE

code:202 H/bs¥h

code:201 AFP&ANTEFELE

code:203 FEFEKIFE H23ME45E

code:204 HlFEME TTHEHESD

code:205 FEFRE T I BEMLP

code: 206 ML ETH TTHIELP

code:207 FAFFIREE NEFREFRERE F0kk
code:209 mEEABIAGR
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data = {"cardnum":"RkS"}

Request : http(s)://{server} + "
index.php/Dou/SingleCard/getCardData"POST : "id=" + ZX{4ID +
"gdata=" + % (data)

IR[E]jsonfIIZZTE
fRERE

{"code":"200", "data":{"card_data":"IKEBTENIIE"}]}

HUTEER

code:200 #EWAYZH data.card_data:BUSEREFPHRBETENEE
code:202 fr/bS¥
code:201 KSAEFLE
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data = {"cardnum":"-K5", "card_data":"BEMXEIE"}Request :
http(s)://{server} + "index.php/Dou/SingleCard/setCardData"
POST : "id=" + (R#ID + "&data=" + fN% (data)

IR [E]jsonfINEZEUE

{"COde" C "200", lldatall C llll}

HUTEER

code: 200 5 AMZN
code:202 fR/DS¥K
code:201 RSAIFHE
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data = {"cardnum":"-£S", "point": "EIfEI A", "point_min":" -50 ¥ : SHI0LLEIE
REEAREA/NTIRERE AINESHSE"}

Request : http(s)://{server} + "index.php/Dou/SingleCard/deductPoint"

POST : "id=" + %X¥4ID + "&data=" + A% (data)

IR[EljsonfiNZEHE
A =]

{"code":"200", "data":{"point":"50"}}

HUTEER

code:200 FIEMF) data.point:FKSHE¥K
code: 202 HF/bE¥K

code:201 ESAEFE

code:203 R¥MEABIMK
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data = {"cardnum":"RkS"}

Request : http(s)://{server} + "
index.php/Dou/SingleCard/queryPoint"POST : "id=" + ZX{4ID +
"gdata=" + % (data)

IR[EljsonfiNZEHE
A =]

{"code":"200", "data":{"point":"50"}}

HUTEER

code:200 B\AT) data.point: PRI
code:202 fr/bS¥
code:201 KESATEZLE
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data = {"cardnum":"-K5", "token":"Token"}Request : http
(s):/{server} + "index.php/Dou/SingleCard/logout"POST : "
id=" +X#41ID + "&data=" + fIZ (data)

IR [E]jsonfINEZEUE

{"COde" C "200", lldatall C llll}

HITES

code: 200 R AZh
code:202 RS
code:201 RSAIFHE
code:203 Tokenf~—%K
code:204 TokentIHA
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FERE

http(s)://{server}+"index.php/Dou/SingleCard/point"
data = {"recharge_card":"Z=K","x_recharge_card":"#+~"}
POST : "id=" + #X{ID + "&data=" + fN%& (data)

IR[Aljsonf#= fa%%

{"code":"200", "data" :\[{"1d":"31", "software\_id":"1", "cardnum": "aaa291A49F8ACO
11F7274F7533769C40F4F", "name" : "\\u5929\\u5361", "time" : "1", "time\_type":"4",6 "poi
nt":"1000", "create\_time":"1626456981", "endtime":"1626802934", "menber\_id":"1",
"comment":"", "congeal":"1", "state":"2", "machine\_code":"666", "token":'"82BRQPBeH
OWfGz6FK08a", "heart\_beat":"1626457782", "logtime" :"1626457602", "logip":"127.0.0
A", "card\_data":""}\]}

HUTER

code:
code:
code:
code:
code:
code:

200 RAERT (SEMEEEE)

202 ¥R

205 FSEFEM, AT RE

201 KEEIFEF

206 UFPIRSKER. AU RE, BEFERARERE
203 KIKEIRE.
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F{ERTIE

FS{ERYE

http(s)://{server}+"index.php/Dou/SingleCard/hour"
data = {"recharge_card":"Z=K","x_recharge_card":"#+~"}
POST : "id=" + #X{ID + "&data=" + fN%& (data)

IR[Eljsonf#ZRHIEER

{"code":"200", "data" :\[{"1d":"31", "software\_id":"1", "cardnum": "aaa291A49F8ACO
11F7274F7533769C40F4F", "name" : "\\u5929\\u5361", "time" : "1", "time\_type":"4",6 "poi
nt":"1000", "create\_time":"1626456981", "endtime":"1626802934", "menber\_id":"1",
"comment":"", "congeal":"1", "state":"2", "machine\_code":"666", "token":'"82BRQPBeH
OWfGz6FK08a", "heart\_beat":"1626457782", "logtime" :"1626457602", "logip":"127.0.0
A", "card\_data":""}\]}

HUTEER

code:
code:
code:
code:
code:
code:

200 RAERT (SEMEEEE)

202 ¥R

205 FSEFEM, AT RE

201 KEEIFEF

206 UFPIRSKER. AU RE, BEFERARERE
203 KIKEIRE.
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